
Ann..l., C.F.R. § 64.2009<e) CPNI Certif\c.atlon

ED I)od,;et 06-36

Aru1uaI64.2OO9(e) CPNI Certification for 2008

Date filed: February 6, 2009

Name ofcompany covered by this certification: Magdlan Hill Tec....ologles, LLC

Fonn 499 Filcoc ID: 825837

NameofBignatory: Kar9. Dllpke

Title ofsignatory: becatlve Vice Pr...idcot

1, Karen Oupkc, eeI1ify that r am lIII officer of the company named above, and acting as
lllI agent of the oompany. that I have pcnonal knowledge that the company has established
opeBting procedun:s that are adeqllllte 10 ensure compliance with the Commission's CPNI rules.
$u47 C.F.R. § 64.2001 d seq.

Attached 10 \hill eati.flCation is an :arromp'iIIlying statement ~laining how the
company'. procedures CllIIIIM that the company is in compliance with the requimnenls set fonh
in soction 64.2001 d seq. of the Commission's rules.

The complUlY has not takm any actions (proceedings instimtcd or petitions filN by a
company • eithef state commissiOllS, the ooun JYSIe01, or II the Commi5sion against data
broken) against data broken in the past year. Companies must rq>Ort 0lI any infonnation that
they have with respect 10 the proccases preleJ:tc:rs are using 10 attempt 10 access CPNI , and what
IIteps companies are taking 10 protect CPNl

The company has 001 received any custolnt2' COlDfIIaints in the pasl year coneeming the
unauthorized rdease of CPNl Nor is the I)OIDpany awlft of lllIy instances involving
unauthorized discloIIure of CPNI or improper IICCt:S8 of CPN! by company employt:CS or access
by individuals not authorized 10 m;c:ive or view the in!'onnation.

Printed Name: ~"i""'------ PQ&ition: Ex.ocutive Vice Pmidl:nt



STATEMENT ON MAGGELLAN HILL TECHNOLOGIES. LLC'S POLICY ON
USE OFCUSTOMER PRQfRJUARX NJITWORK INFORMATION

Summary

The purpose of this statement is to memoria1ize Ihe policy of Magellan Hill Tecllnologics, LLC
and its affiliatell (coll~ve1y. "Magellan") 01\ Ihe usc of CusIomeT Proprielaly Network
lIlfomWion ("CPNI''). Magellan'. policy is based upon and compliant wilh Fedeool
Comnlllllicatioos Commission ("FC<..; rules and ~atiunI govemiDg CPNL\ Magt:llan is
commiUed 10 !be protection and non4i3closure of its customers' epN! in oompliaoce wilh
existing rules and regulations.

Any questions regarding Ibis policy or any '* ofCPNl shoold be directed to;

Karen Dupke
Executive Vice President
30 Washington Ave.
Suite 0-11
Haddonfield, NJ 08033
PhotIC: (856) 795-9500 x 20
Fax; (866) 42S-4025

Inquiries regwding any suspected violations by olber carriers of the fedeool rulCli described in
lhis policy should be directed to KNen Dupke as wdl.

Key Den_lnoRs

AlfJl.iate- I person !bit (diroctly or indiroctIy) owns OI"controls, is owned orcontmlle<l by, or is
under common OWIlCllIhip or oontrol with anotbClr per8OIl. For \be pLlI'JXl6CS oflbis paragraph, the
IemI "uwu" meaos to lJWU lIlI equity intmlslufmore than 1m (10) pen:enL

CustOIDCT Proprlnary Net>fllrk Infol'1JUltioli (CPNI) - is defined as: (i) illfurmation that
rellllCli to lhe quantity, tcdmieal configuration. type. destinatioo, location and llll10llIlt uf use of a
tcl~cations service subscribed to by ally cIatomcr of a telecommunications carric:r, and
that is made available 10 the carrier by Ihe cust"O'er solely by virtue of the carrier--<:ustome:r
relationship; (0) informaliocl oontaine<l in the bills pertaining to telephone c:xehange oervice or
telephone toll ten'ice reo.;eived by • custornCl" of • carrier, (iii) eJ<cqM that IIICb. IeJm <;\oc$ not
include Subf;eriber List lllformation.

Subscriber LIlt laformaUoa- means any information identifying the listed names of
subscribCl's of a carrier and sucb subscribers' telephone numhen, addt:ms, or primacy
advertising c1l$$ificatiOll&, or any oombinatioIl of IlICb listed lIl\IIlC$, nwnbers, addresses, or
classifications; and thllt the carric:r or an affiliate has published, caused to be published, or
accepted for publiclllion in any directory formal

.7 U.S.c. t :m.



Magellall', CPN1 PoliO'

I) USE OF CrNJ WITHOUT CUSTOMER APPROVAL

In certain instancc:s, Magellan may llSC, discloee or petmit aece&S to CPNf without having to
obtain customer approval, including;

1) To initiate, rmder, bill and collect foctelocommuniCll1ions lItfViccs;

2) To protect the rights or property of Magellan, or to protect IIatnI or othet carriers
from fi'auduleot, abusive, odUcgal use of, or ...bscription to, such service:;

3) To market xrvices within the pacb~ of scrvlces to which the customer already
sub$cribes; and,

4) To complete inside wiring nwanation, naintt:oanec, and npair services.

II) USE OF CPNI WDEN CUSTOMER APPROVAL IS REQVlRED

IfMagellan', use ofCPNI does not £aU within o~ oflhe ClItc:gor1ct~ forth in Section I oflhis
policy. tben MagtIlaD will acquire customer lIpJlI'Oval before proceeding with SIlCb use.
M.gellan will utilize either the "Opt-Quf' or ''Opt·In~metbod at its discretion, each ofwbich is
described in gtQta" detJ:i1 below. Prior to aDY solicitation foI: customer cpproval, M.a~llan will
provide notification to the CIISIomer ofthc: customer's right to restrict use of, disclosure or, and
access to that customer', CPNL Magellan's solicitation for use ofCPNI will be proximate 10 the
ootifiCll1ion ora c\lStomer'. CPN! rights.

I) The ootifiCll1ioo shall state that the cusloma" bas the right, and !hat Magellan has
the duty, UDder federal law, 10 proloct the: oonfidentilliity of the CU!SfOJnto7"'. CPNL

2) The notifical.ion ,h.a1I $pecify the 1}'PeII of infonnatiOD that constitute CPNI and
the specific mtitiCll that will receive the CPNI. dt:$cribe the purpollC for Ihe which
the CPN! will be used and inform the CUSlOlIler of their right to disapprove lbose
lIIeI, and deny or withdraw .ccc:u 10 CPNI It InY time.

3) The ootifiCll1ion shall advise the customer of the precise lIeps the ctJSIOIn« must
take in order to grant or deny aecaa to CPNI, and sh.aII clearly state that a denisl
of approval will IlOI atTect the provision of 80y services to which the customcn
subscribes. MagelllUl may stlte !hat the cll8tomer's approval 10 use erNI may
cnbancc the carrier'. ability 10 otTa: products and services lailored 10 the
customcr',lICCd.



4) The notification shall state that any appmval, or denial of approval for the usc of
CPNI outside of the service to which the CUSloInel" already subscribes from the
carrier is valid until the customer .ffinn.atively revokes or limits such approval or
denial,

5) Magellan will maintain rtlCOl'ds ofnotificatioo, wbetbc:£ onl, wriuen or c:lcctronil;
for at least one (I) year from !be date ofnotificalion.

B. Opt-Oul Approval

The following," .dditionaI rtquil'Cl:llCZlts cooceming opt-out approval:

1) To ensure that customers b&ve an opportunity to respond, lhae will be a
reasonable waiting period, lit least 30 days, before consent to use CPNI is
infared. Magellan will notifY cuaomen. as 10 the applicable waiting period.
Magellan will honor customer decisions to opt-out of rtquested IlSeII whellever
those decisions are oommunicatcd by aI.lton>ers, which may oocur during or after
the waiting period. Magellan will implement and OOoor the customer's later
request for priVllCy as expeditiously as possible within the regular OO~ of
bllsi .....• Magellan will notify customen as 10 thc applicable waiting period for
a response before approVll1. is lISlIUlIl.ed.

2) In the cue: ofwriltCll DOtification by mail, the waiting period will begin to NIl on
the third ~y following tbe date the notifieatiOll w:as mailed. In the case of
eloctronic notification, the waiting period will begin to ron on the date the
notification was sent.

3) Magellan will tranYmit rt:fresba" notices to customers of tbci:r op-out rights III
least every two (2))"CIIlli. The refn:sber notice will Ildvisc cu.stomen that if they
bave opted-oul ~usIy, no lICIion is noeded to U1ainQin the opl-out election.
However, customers woo wish to n:vc:rse their pn:vious decision 10 opt-oul, or
00IISIlIDCI'S woo have not previously opted-out bul wish to do so, must take action
llliI described in tbe DOt:ice.

4) If Magellan's opt-OUl mf'd!anisms broalr. down, Magellan will notifY the FCC
within five (5) business da)\'! in a fonnal compliant with FCC rules.

When Magellan _ llIl c1ectroori<.: form ofNotification, Magellan will abo:

a) have obtained express, verifiable prior approval from the customer that
elcetronie notices are .acceptable for their services in general or CPNI in
particuiaT.

b) allow CU5ton'ten to replydizectly to the e1ecttnnic notice to opt-out.



c) DOt COUllI eloctronic notices IIw were returned as Wldclivcnble as hiving
satisfied tho Notification requircmCllt

d) alSUR! that tho Sllbjcct line clearly identifies the aubjcct malta of the e
mail.

e) lUIkcI available 10 every customer (including but not limited 10 tho5e
without Intcrod access aDd disabled ClIlItomcn) a method 10 opt-out!hal is
ofllO additional cost 10 the custon= and available 24 bows. day, seven
daylll week.

C. Opt-I. Appronl

Opt-In approval means that Magellan will obtain from tho customer affinnative, express consent
allowing the requested CPNl usage, disclosure or access after the customer is provided
approprialc notification of tho C&fria"'a IOqUClt.

D. Oral NolificatkHI

Magellan will provide l1(ltifiCltion to obain opt-out approval througII electronic or written
methods and not by om mcthodI., except that MlIg1lllan may usc onl ootice 10 obtain Iimitcd,
one time USC of0'Nl for inboUDd aDd outbound customer telcpbone oontacta for the duration of
the call, regardless ofwheth« Magellan uses opt-out or opt-in approval based on the: oatnre of
the contact When using tho one time oral 1IO~ the Magellan representative will clearly
communicate the same information that is provided in an Magcllan written notice; however.lhe
Magellan representative need not adviseeuatomerl that: (I) Magellan may share COO with their
affilil1l$ or third parties and need DOt name tbo5C anities if the limited CPNI usa,e wilillOt
result in USC by or disclosure to an affiliate OT third party; (2) certain steps are necessary 10
"Pproval or restrict usc ofCPNl as long as the n:pn::saItative makCl it clear that the ClIlItomer can
deny llCCCIlI for the call; and, (3) previous opt-out decisions rcquire no further action 10 maintain
Ihe opt-out election.

Notation will be made in the customer rcc:onb of any ooc-time oral notice 10 the cuatomer and
the customer's acceptance or rejection ofooe-timc usc ofCPNl

E. Subsequent Nolie"

Magellan will bonor its customers' CPNI eJections unlCSl and until a customer affirmatively
changes his or ber election. Following a CllStollla"'a elccti<.m to withbold approval of CPNI
uaage, Magdbm may lRlbsequmtly I1tc:mpt to SCClD'C the eustomeT', approval to use, disclose, or
permit llC«OSS to CPNl as frequently III Magellan deems appropriate, however, Magellan will not
force customen 10 opt-out repcalCdly in III Ittcmpl to WClU" the customer down and obtain an
inadvmmt approval. Upon receipt ofwrittcn~ by the customer, Magellan will diselOliC
CPNI to the customer.



F. New Cullomen

M~Ullll may «>quest that colISumen; affirmatively make a CPNI election when the customer
sigtlflllp fix semce. Ho~. ifM~ provi<1t4 an opt-out notice but does not require the
customer to specifically demonslJalc hi, decision to opI-out, tbcn Magellan will abide by the
thirty (30) lhy waiting period. The (US\oma-', election will be separate and distinct from the
CIl$lOtllCr', cle<:ition to pulCbase Magell....'. service. Magellan will noI requite customen to
assent l<.> CPNI IS II oondition of suviee. New customers will Il1so be required to sdeet a
password for "¢(; jng CPNl.

UI) ADDmONALSAFEGUARDS

I) Customer St.tI,,: Magelhn has implemented a .ystcm where a customer's
CPNI approVlLl tlatus is clearly indicated on the customer', records.

2) TumIDg: Magellan pc:nonnel ....iU be trained all to \\'hell and how CPNI may be:,....
3) Dbclpli..ry Aetio.; Failllt'e to abide by the Magellau's CPNI poli<:y will reswt

in di.seiplilW)' llCtioll, including pos6iblc termination, in .ll;Wn1iutee with thc
company', Ibm eum:nt employmeot policies and ~1P'eS in plaee.

4) Marlcmol Campaicu: Magclllll and its affiliates that utilize CPNI in
Ill8lketiIlg eampaigot must ~e a n:lCOrd llpCeifying when and bow CPNI was
used aod to whom it Wall discloscxi or to whom IOOtss WlIS permiued. Thill record
m\1.61 illClllde a description of the campaign, the CPNI uoed, and the prodl>CtI and
semeeol of&ft",i in the campaign. Copies of aU rceonls will be retained by Kami
Dupke. The rt:Wrds will be maintainc:d for at least ODe year.

S) Oatbouad Marketillg: All sales peooonel are roquiml. to obtain superviSOl)'
approval ofany Jll'OPO&'XI 0UIb0und mad;eting request for customer approval.

Carrier Aatborizatioa ReqaiRmeob: In order to prevent data brokers Of

"prdt:lrtcn" from illega1ly collecting CPNI information, Magellan will not release
eall detail infllfl'/W.ioo to C\lStOmer$ during customer·initialed Ielephmle contact
««pt when the customer provides .. password. If .. customer docs not provide ..
password, Magellan will either oend it to an addres8 ofrceord or call the eualOmCI"
at the Ielephone of n:lCOrd. Magellan a1so requiml mandatory password protection
for on1ine llOOOUDl 1IOOCSlI.. Magellan will provide CPNT to cuatomera based on in
store contact with valid pilato identification.

7) RcportiDl: Magellan is aware of illl obligation to rt:pPr1 any breach in epNt
policy. Records pertaining to bfeacbes will be kept for at least two yean.


